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1. GWT"]LLaz‘d%‘UijzLﬂauw%’wéaugmlaﬁ (Asset Inventory)

« B13AUIT: Server STUUANTAUYIA 3 1aTa3, NAS Server 1 13as, Asufiameasviesufiifins 295
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3. davhunuilaeSeuns (Network Diagram) LLazﬁqmﬂwamaqﬁaga (Data Flow Diagram)
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Protect
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1. MUANNITINENTEUUANTAWMA (Access Control) WUSANEALUNUIMIUIT (Role-based

Access Control)
2. Uasaniuwayaniensiunsiid (Encryption)
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SSL/TLS
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6. Ineustlvanugauanuiuasasadeleivesunyrainsesuesdas 1 A%
Detect 1. TIUTIUALATIVAOUMANTUTAATUAIN Server laggann log lvia U313
(A5233V) 2. sam Alert mudluadiodinis login RaunRlugiuiuasannna 5 ase ABNNILADT
3. A533AUNSLYUNTNEINT CPU, RAM, Disk UaziA3av1890s Server 08190aLileq
4. AFINADUMTUNTTTUUATAUNAIN P AlaUnAvseunnlulafuayyn
5. §AYINTILNUAANITUNATIINULAUBKUTINITNN 1 LADU
Respond TunaUNMINBUALBIMANIUAEANAlYIUeT: U313
(PaUauaY) | 1 szyuazduundszanseananu (Threat Identification & Classification) ABITITILADS
2. ugnsruugnlauieanaNiAIene (Containment & Isolation)
3. UANYIVDUAZE LTS IATIUN neNdaviduiinvgnisel
4. 3UNTTUIUNSNAUYBYALAL TEUY
5. WATIEUALVMAUBUUANTTA (Root Cause Analysis) kagdnyinseauasy
Recover MInAuLard1IUELAINAIUTIUTBLATRISEUVANTAUWA waglralenans lnedaiiu 3 Uuuy: | Un3vnis
Yy . v ¢ a s
(QAL) 1) Cloud-based w1 Google Drive Tuguwuugiuveyauaglvlaionaisuuu Google Business ABLNIADS

Standard licensed a1 cosciswu.com
2) NAS Server vadivenae dmsuiiulugluuugiuveyauazlnaionans
3) Portable HD drive dwsuiiulnaienansseynaa
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Wesnnlwagiuveyaiivunalilugunn Jadendaiuwuu Full backup NUNILR way
Incremental backup Lamganuninsiasuuias

4. negauNTINAUYeYa (Restore Test) ayuselag 2 AT1 LiaduduAINgNnoIvBIveYad1Tas
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5. Uuusaununisnau (Disaster Recovery Plan) Wiaiin1siudguniasssuuviseiiinnnisasdnfey
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a1fu NANTIU / AIATNT Aud LANENS / NEngIu

1| YSuugmaibouninedunuled (e13aus yn 6 Wou | nzdouningauled
oA ﬁz]ua;ga)

2 | Usmduerudssnulevesvosssuuansauna | Jaz 1ads | Menunsussdiuenudes

3| Usuugumeassuul fiRmsuazerains wniey | Juiin Patch Log

4 M33380U log lula Server uaziann Alert NN Log file & Alert report

5 ﬁﬁm{fayja Full backup nﬂé’ﬂmﬁ YJuiin Backup Log

6 ﬁﬁm%’ayja Incremental backup NN YJuiin Backup Log

7 | vedeumsgiuteya (Restore Test) daz 2 afs | TwamaNITAGDY

8 PIIEDULATNUTILAYS NG eI (Access 7N 6 WaY | 378974 Access Review
Review)

9 | ousulveugnulsiuesunyeaing daz 1 a5 | On@E1INTOUTY

10 | MumuukLgAusEUY (DRP) dJaz 1 a1 | Lona1s DRP atiuanan

11| senuanugeisiunsaondbloveinenuims | nniou | TeauauerUIM
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